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e Database Server

Component requirement

0J9s2 yblw,gua0
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Slles bjligig T8 YV

Processor

64-bit, 16 cores 2.5 GHZ

RAM 32GB
200 GB : System drive
Hard disk 700 GB : Second drive (Depends On Size of Data)

Recommended : Using Raid 5 & SAN Storage

Operating System

- The 64-bit Edition Windows Server 2016 R2 Standard or
Datacenter

e \Web Server

Component requirement

Processor

64-bit, 16 cores 2.5 GHZ

RAM

32GB

Hard disk

200 GB : System drive

Operating System

- The 64-bit Edition Windows Server 2016 R2 Standard or
Datacenter

e Application Server

Component requirement

Processor

64-bit, 8 cores 2.5 GHZ

RAM

8 GB

Hard disk

200 GB : System drive

Operating System

- The 64-bit Edition Windows Server 2016 R2 Standard or
Datacenter
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>
Rese
>>>
. >
05912 Ublw g0
(Office Web App ;3lusl ol 5 cuai 4 5L5 & g0 40)
e Office web App (2016) Server
Component requirement
Processor 64-bit, 8 cores 2.5 GHZ
RAM 8 GB
Hard disk 100 GB : System drive
. - The 64-bit Edition Windows Server 2016 R2 Standard or
Operating System Datacenter

P9 e SIS
gleUpdate [ols L) (o9 Jld Sjgo j0 b g ol Jlad e jea05 Silegil sle Update

DS ‘el.?r.;‘ Joe opl [l & jguin b i 510 plas Update Oyg0 )0 g Abl jgaing ‘5._....;,1

YL . SharePoint ,jéls 5 o Swoo o 1/O e 09 Yb @ 4> b 398 slo ool pogdle @

5l om JlBle s 22! e b prdins alasly (15K) Loy 50 oo soliial Sanos)la 550 (o
OBl sl a5 (590 50 Ly men jo . 2ulls walss ailels (33 )L 5 5 (s3lwlel 5 o anl s
culed ol lidle 5o Slae jo oljun 55U Wilgs o aisl axils 1) SAN Storage ;1 oolazul
asls yo gylaslely anT)d bl cya a5 gl 0les g Juate Glojle aels @) lojgpmw ol oY @
Never & o 4 ol o) 9 940 s a5 o9 0 59, » LOCAIADMIN lgic 45 00ss 5 ol lejls
Al asls i1y Remote  cwjiws Sl 5,8 ol uizcen il Expire
L5 05X O)ge )5 Slagow s 5 Jolepiunn Slasein 5 62, pb ae) 0 mtd 45 @
0k Sl & jete b
JoS g0 @y as 90 (JI 6 b jg e 5l JBlas cgilmelae )0 o jgym gilalel) D jgo jo @
S9d 5,055 9 45 Snapshot
oolaiwl Cgz ool aBle sl pile 35 0 Aoy (§iledaize j0 g (gilalely, g o0 @
JApplication
2 l8le 5 o Sldes alawlsas B 0o )5 ol Iime sloyg,m 0 (So5s Ll 5l Database
ol i 3 Shos )0 (S wals (ylejle
il (ol 133 0 lge g2 aSl Lo (g 5lwo S Dl 5l osliiwl D90 0 @
e PingTime=1M.S
e Receive Time (First Byte Of Data) <= 20 M.S
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Porotocol Port Usage Comment
Client to SharePoint web
servsr traffic
TCP 80 http (SharePoint- Office Web
Apps communication)
Encrypted clinet to
SharePoint web server
traffic
TCP 443 https/ssl (Encrypted SharePoint-
Office Web Apps
communication)
May be configured to use
TCP 1433 SQL Ser_v er_default custom port for increased
communication port :
security
SQL Server default port | May be configured to use
UDP 1434 used to establish custom port for increased
connsction security
TCP 25 SMTP for e-malil Cannot be configured
integration
Intra-farm only
TCP 16500- | Ports used by the search Inbound rule Added to
16519 index component Windows firewall by
SharePoint
Ports required for the
TCP 222222%% AppFabric Caching
Service
Windows
TCP 808 Communiqation
Foundation
communication
Communication between http (default) To use
TCP 32843 web server and service custom port see
applications references section
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Porotocol Port Usage Comment
Inbound rule Added to
Windows firewall by
SharePoint
I https
Communication between Inbound rule Added to
TCP 32844 web server and service . .
applications Windows flreyvall by
SharePoint
Net.tcp binding: TCP Custom Service
32845 (only if a third Applications
TCP 32845 | party has implemnented Inbound rule Added to
this option for a service Windows firewall by
application) SharePoint
Inbound on all Web
Server
Microsoft Share Point Inbound rule Added to
TCP 32846 Founqlation User Code Windows fire\_/vall by
service (for sandbox Share Point
solutions) Outbound on all web and
App servers with service
enabled
Synchronizing profiles
between Share Point
. 2013 and Active
TCP 5795 S hUse_r Ptr.ofllg . Directory Domain
yne ron(lé?l\l/lc;n EVICE | service (ADDS) on the
server that runs the
Forefront Identity
Management agent
User Profile
TCP+UDP 389 Synchronization Service LDAP Service
(FIM)
User Profile
TCP+UDP 88 Synchronization Service kerberos
(FIM)
User Profile
TCP+UDP 53 Synchronization Service DNS
(FIM)
User Profile Service Kerberos change
ubP 464 (FIM) password
TCP 809 Office Web Apps hura-farm Office Wb
pps communication
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<l Sharepoint farm

QS oo oslaiwl (Y aw PBlas L) sl Y (5 lese I Al arvwgi o 7Sl g DY gaze olos @

Lol Microsoft 11S o g0 olod 5, g @

Sied 2012 R2 X64 (5 a5us o jg 5 jgoing oles @

Loys 5 Lt o o aslals o oo ssliul slo COMPONENt _ales coms (5 diy b g ooai 5 ®
DS (o0 )l
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- (1) Web Access / Web Crawl
' | =1 HTTP/80
= HTTPS/443

72.20.20.129 172.20.20.130 '

(2) Central Admin Access
HTTP§/443

172.2020.176

1722020117  172.202GTT6 (3) Outgoing Email

SMTP 25

(4) AD Authentication
TCP/UDP 445 (Directory Services)
TCP/UDP 88 (Kerberos)

. 172.2020122 (5) Name Resolution
TCP/UDP 53

{1,7,89)

(6) SQL (default instance)
TCP 1433, UDP 1434, custom

172.2020.113  172.2020.112 (7) AppFabric Caching Service

TCP 22233 ~ 22236

172.20.20.121 172.20.20.120

{11}
{10] (8) Search Index Component
TCP 16500 - 16519

(9) SMB — Index Propragation / File Shares crawl
TCP/UDP 445 (Over TCP| OR
TCP/UDP 137, 138, 139 (Over NetBIOS)

(10) User List Resolution / Kerberos pwd. change
TCP/UDP 389
TCP/UDP 464

172.20.20.115 172.2020.114
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172.20.20.110 172.2020.111 AD DNS

(11) People Search / FIM
TCP $725

Mail servér (12) Workflow Manager
HTTP 12291
HTTPS 12290

W17\

AADYBYAR = AADYOVAA — AADYYS - F-AADYYOF « 100l O axly &F b « it Hlob ecl,] e el o5

Unit 5, No. 2, Beyhaghi Blvd., Tehran —Iran Tel: +98 21 88532560-88532604-88535188-88535198
www.msproject.ir info@msproject.ir


http://www.msproject.ir
http://www.msproject.ir/
mailto:info@msproject.ir

